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1 Asresearchers,wewelcometheopportunitytorespondtotheFCC'sNoticeofInquiry(NOI) 1 onthe important topic of empowering parents and protecting youth in this age of dramatic change. We write as individuals, but we work together as the principal investigators of the Youth and Media PolicyWorkingGroupInitiativeatHarvard'sBerkmanCenterforInternetandSociety.Thegoalof ourworkinggroupistoexplorepolicyissuesthatfallintothreesubstantivecategoriesthatemerge from youth media practices: 1) Risky Behaviors and Online Safety; 2) Privacy, Publicity, and Reputation; and 3) Information Dissemination, Youth-Created Content and Information Quality. Ourworkisintendedtoconsiderhowresearchontheintersectionofyouthandtechnologycanand shouldbeusedtoinformpolicy.Weseektotranslateresearchfromthosewhostudyyouthmedia practicesintotermsresponsivetotheFCC'sNOI. I.
Introduction. When it comes to youth and technology, issues of concern about the future -rather than issues related to opportunities -often dominate the public discourse. This is understandable. First, parentsandgrandparentsareoftenbaffledby,andsometimesconcernedabout,thehabitsoftheir children and the generations that follow -and this shift in behavior by many youth is surely no exception to that rule. Second, we are in the midst of radical transformations in the information technology environment and in patterns of usage of technology, changes that are bringing with them much creativity but also challenges to existing hierarchies. And third, adults perceive that their children are more likely to use these new information technologies in ways that are at best perplexing and at worst dangerous to themselves and to society. The data collected by social scientists about young people, how they use technologies, and the challenges and opportunities theyfaceoftenareatoddswiththispublicperception.WeappreciatetheframeoftheFCC'sNOI, whichencouragesrespondentstofocusontheempowermentofparentsaswellastheprotectionof ourchildrenwithrespecttoonlinebehaviors. WefocusinthisNOIresponseonthreeprimaryareasofstudy: RiskyBehaviorsandOnlineSafety. Inourdiscussionswithparents,especially,onlinesafetyisthefirstissuethatleapstomostminds when it comes to discussions about youth and media. Parents, teachers, law enforcement, politicians, and others fear the worst for children in the context of networked public spaces. The prevalentworryisthatenvironmentsmediatedthroughtechnology,wherepeoplecaninteractwith others (including the Internet and, increasingly, mobile devices and gaming platforms),are inherently less safe than traditional public spaces. Too often, a split emerges in the debate as to what ought to be done: some people wish to educate youth so thatthey can be safe, while other adultsprefertorestrictoreliminateyouth'saccesstothesetechnologiesaltogether.Politiciansare proposingbillsatthestateandfederallevels;lawenforcementleadersarehostingassembliesand pressing legislation; schools are filtering access; andparents are tracking their children's online movements, all in thename of child online safety. While some of these interventions can make sense,andwhilealmosteveryoneinvolvedhasgoodintentions,muchofwhatpeoplegroundtheir argumentsonisasenseoffear,notdata.Furthermore,theapproachmosttakeisadult-centered, dependentonthefearsofadultsratherthantherealitiesofkids.
2 ThegoalofourresponsetothisNOIistohighlightwhatmanyresearchersarefindingwithrespect to youth practices related to media. In some instances, we also point to the possibilities made possible by a range of public-and private-sector approaches to addressing the online safety concernsthatkidsinfactface.Theconversationneedstobegroundedinboththedataaboutthe realrisksthatkidsfaceandthepositivethingsthatarehappeningonlinethatmightbeaffectedby overreaching policy responses. We also need to begin the conversation with a realization that adult-driveninitiatives-whileanimportantpieceofthepuzzle-canonlydosomuch.Youthmust learn how to handle different situations online and develop healthy Internet practices. Through experience, many youth are able to work out how to navigate networked media in a productive manner.Theystruggle,likeallofus,tounderstandwhatprivacyandidentitymeaninanetworked world.Theylearnthatnoteveryonetheymeetonlinehastheirbestintentionsinmind,including andespeciallytheirpeers.Aswithtraditionalpublicspaces,youthgainalotfromadult(aswellas peer-based) guidance. Both formal and informal learning settings help youth develop techniques forlivinginamediatedenvironment. Privacy,Publicity,andReputation. Adults worry, often, that young people share too much information about themselves online. Adultstellus,asresearchers,thattheyfearthat"kidsdon'tcareabouttheirprivacy."Thefearis thatyoungpeoplearedoingthemselvesharmbyleavingtracksthatotherscanfollowonline.Asa society,wefretoveranerosionofthereasonableexpectationofprivacyintheonlineenvironment. Publicoutcrygreetsevenmodestchangesintheprivacypolicyandtermsofserviceatlargesocial network sites such as Facebook. These privacy issues appear cheek by jowl with issues of reputation,trust,andcredibilityinthelivesofyoungpeople.Here,too,theperceptionaboutyoung peopleasinvariablysharingtoomuchinformationwithoutacorrespondingsenseofobligationto one another is not matched by the data collected by social scientists in the field. The research suggests something quite different: many youth do care about privacy and their personal reputations. But often, these youth do not have sufficient skills and tools to keep private from others that which they wish to protect. Furthermore, what they wish to keep private is often different than what adults believe they should keep private. There is also a broad range of views among youth about privacy, just as there is among adults. The issues of privacy and information disclosureonlinedonotbreakneatlyalonggenerationallines.Finally,thereareplentyofyouthandadults-whorecognizethatmuchcanbegainedfrombeinginpublic;suchyouthareconstantly assessingwhetherornottheopportunitiesofpublicityoutweighthepotentialconsequences.When thinking about privacy, we must also account for the opportunities presented by public participation. InformationDissemination,YouthCreatedContentandQualityofInformation. Along with safety and privacy concerns, fears about the effect of widespread copyright infringement often take center stage when we as a society discuss issues related to youth and online media. The concern is, at its core, a legitimate one: young people often don't pay for the copyrighted materials that they enjoy. There is, however, an equally important topic that rests alongside copyright piracy, which is the series of rights that young people (and all of us, for that matter) have to remix digital cultural objects as part of legitimate, lawful expression. The copyright piracy conversation tends to overshadow the conversation about the positive, creative things that young people are doing in the context of digital media. At the same time, we pay too little attention to the quality and credibility of online information and the skills our children are learning(ornotlearn) todiscernthedifferencebetweentrustworthyinformationandfalsehoods thattheyencounterindigitalspaces. relationships. 7 Other activities are "interest-driven": opportunities to develop expertise in specializedskillareas,likeanimationorblogging.Ineithercontext,thecasualuseofnewmediais animportantwaytodevelopsocialandtechnologicalskills. 8 ThoughweoftengeneralizeaboutyouthmediapracticeinAmerica,itisimportanttonotethatnot allchildrenare"borndigital". 9 NotallformsofInternetaccessareequal;the"digitaldivide"still limitsopportunitiesformanyyouth,especiallythoseinlowersocioeconomicbrackets.Youthwho do not have access to the Internet at home may be missing out on opportunities to develop important social and technical skill sets. Youth who do not have the opportunity to develop familiarityandconfidencewithelectronicmediamayhavetroublenavigatingsocialinteractionsin onlinecommunitiesorrecognizingbiased,unreliableinformation,placingthemselvesatincreased risk. Access alone does not guarantee parity in experience. Youth who depend on computers in librariesandschools,whichoftenuseone-size-fits-allfiltrationsoftware,maybeunabletoaccess certain sites and services at all, placing them at a disadvantage compared to peers with better access. Many youth, likewise, rely upon mobile devices rather than fixed line connections with faster speeds. The notion of the participation gap, between those with sophisticated skills to use digital media and those without, has been developed in detail both theoretically and through empiricaldatabyresearchersincludingHenryJenkinsandEszterHargittai. 10 B.BenefitsofElectronicMediaforYouth Thefullpictureofhowelectronicmediaarechanginglearningandsocializingisstillemerging.One challengeassociatedwithresearchinthisareaisthatweareonlynowobservingchildrenwhohave grownupwithemail,socialnetworksites,cellphones,andothertechnologies.Itisclear,however, that engagement with electronic media has great educational potential. A recent ethnographic study examined peer-based learning practices among youth, and found that electronic media provide the opportunity for intense, self-directed, interest-driven study. 11 "Geeking out" -developingspecializedexpertiseandsharingitwithothers-inmanyrespectsdoesnotresemble traditional classroom-based education. Yet it fosters important technological and social skills, including confidence, leadership, and communication. Youth also benefit from socializing in digitallymediatedenvironments,learningthesocialskillsnecessarytoparticipateincreativeand collaborative work environments. 12 As we seek to protect youth from the unforeseen risks of online engagement, it is essential that we do not in turn foreclose the benefits made possible by self-directed,informallearningandsocializingthroughnewtechnologiesorexperimentationwith teachingusingnewtechnologiesintheclassroom. Therehavebeenfewlarge-scalestudiesofhowchildrenintegrateelectronicmediawithtraditional schoolwork.Mostofthestudiestodatefocusoncollegestudents,areadilyaccessiblepopulation which poses fewer methodological challenges than young children. According to one such study, most college students use Google, Wikipedia, and friends for everyday life research; for course research, the most-used resources are course materials, Google, and scholarly databases. 13 While students welcome online access to library resources, their frustrations and challenges include narrowing down topics, sorting through results to find relevant resources, and assessing the credibility of sources. Some critics are concerned that the widespread practice of media multitasking impairs effective learning. 14 These observations underscore the need for more effectivemedialiteracyeducation,whichwediscussingreaterdetailbelow. Educational content in digital formats is often disorganized, decentralized, and difficult to find. Childrenandparentsneedassistanceinlocatingreliable,age-appropriateeducationalcontent.Itis unclearwhetherthereisenoughqualityeducationalcontentouttherefordifferentagelevels,for non-Englishspeakers,orforchildrenwithdisabilitiesorspecialneeds.Toassistparentsinfinding andselectingappropriatecontent,thenon-profitorganizationCommonSenseMediaprovidesage and quality ratings for websites and video games. 15 The Commission should investigate whether such rating and indexing systems could help parents and children navigate online content more effectivelyandsafely. Experience with television and film ratings has shown that in order for ratings to be useful to parents,theymustbeclearandconsistentlyapplied. 16 However,thediversityofonlineplatformsfrom social network sites to blogs to gaming environments -would make implementing a clear, consistent rating system challenging. In addition, the dynamic, constantly updated nature of websites, coupled with ongoing user-generated contributions like comments or reviews, raise questionsaboutthestabilityofratingsovertime.Aselectronicmediahavediversified,oldratings systems may no longer be a good model. We encourage the Commission to invite input from researchers on the elements of online media (such as age-appropriateness, categories of problematic content, accuracy, credibility, interactivity, accessibility, information disclosure 6 requirements, security, moderation and community standards) relevant to creating clear, consistentratingandindexingsystemsforparentsandeducators. Technology can generally improve educational curricula by enabling instructors to address individualized needs. Technologies can also help to support new and enhanced pedagogies to providemultipleavenuesforexpression,engagement,andcontentpresentation. 17 Somepromising recenteffortshavefocusedonharnessinggaminginterfacestosupplementcurricula. 18 Technology can also play a crucial role in making information more accessible to youth with disabilities. For example, mobile devices (such as cell phones and smartphones) can facilitate communicationbetweenhearingimpairedstudentsandtheirteachersandclassmates. 19 Assistive technologies can and should go beyond basic accessibility, so students have an educational experience that is not merely adequate, but enhanced. Too often, concerns raised by market participants,includingcopyrightinterests,standinthewayofsoundnewteachingpracticestohelp allyoungpeoplelearn.Likewise,fearsaroundcommunicationtechnologiesoftengetinthewayof educational opportunities. Research suggests that interventions involving computer-mediated communication can help those on the autism spectrum learn necessary social skills 20 , but only if educatorsareempoweredtousesuchtools.TheworkofCASTisexemplaryintermsoftranslating researchintoproposedmeansofusingdigitaltechnologiestoimprovelearningforallstudents. Withinthefederalgovernment,effortstocomplywithSection508haveincreasedtheavailabilityof captions, alt-text, and so on, but have not favored innovative approaches to accessibility. 21 Individualagenciesappeartobedeployingisolatedandinefficientfixestomaketheirwebcontent accessible.TheCommissionoughttoconsiderwhetheritcouldleadcoordinated,government-wide effortstostandardizeandimproveaccessibility,includingbettertechnologicalsolutionstomeeting therequirementsofSection508. C.RisksofElectronicMediaforChildren High-profile fears associated with the Internet include sexual solicitation, online harassment, and exposure to problematic content. These risks are not new, although they may need to be approacheddifferentlyintheonlinecontext.Researchstudiesdonotshowanincreaseinoverall sexual predation as a result of new media usage among young people. Though the context for encountersbetweenpredatorsandtheirvictimshaschangedinsomeways,theyouthmostatrisk ofonlineharmsarestillthoseatriskofofflineharms,suchasvictimsofsexualorphysicalabuse,or children in unstable homes. The popular conception of a predator as an older man preying on a childalsoobscurestherealitythatmostsexualsolicitationofminorsisbyotherminorsandyoung 7 adultsandmostInternetinitiatedsexcrimesagainstminorsinvolvesyoungadultsandminorswho believe that they are able to consent to sex with an adult. Resolving the differences between popularconceptionsandactualincidentsisnecessaryforeffectiveinterventions. 22 Manystudiespointtogrowthinonlinepeer-to-peerharmslikebullyingandharassment(withwide variationindefinitionsof"bullying"andspecificfindingsdependingonmethodologiesemployed), but studies also continue to highlight that minors feel as though bullying is more common and psychologicallyharmfulatschool. 23 Thissuggeststhatwhatisdifferenttodayisnotthefrequency orintensityofbullying,butitsvisibilitytoadults. 24 Thevisibilityofbullyingcontentgeneratesfear, butitalsointroducesnewopportunitiesforinterventions. Youngpeoplecontinuetobeabletoaccess-andcreate-potentiallyharmfulinformation,whichis especially an issue of concern when combined with insufficient media literacy among certain groups of youth. The best way to address these issues is through strategies that empower both youthandadultsandbroad-basededucationefforts.Thereremainareaswherefutureresearchis needed, including further studies of mobile Internet use, youth created content, peer-to-peer harassmentandsexualsolicitation,andtheriseofyouth-generatedproblematiccontent. 25 Peertopeerharms While fears of adult predators using online social network sites to victimize children are widespread, research studies suggest that these fears are often misplaced. Reported cases of Internet-initiated sex crimes involving strangers are much less common than crimes initiated by family or known adults. 26 Among prosecuted sex crimes, only a small percentage of youth were deceivedbyadultoffenderslyingabouttheirage. 27 Cyberstalkingbyadultoffendersappearstobe veryrare;mostonlinesexualsolicitationispeer-to-peer,byyouthandyoungadults. 28 Another area of concern is youth-generated sexual content. In a recent study, 4% of cell phone-owningAmericanteensbetween12and17reported"sexting":sendingsexuallysuggestivenudeor nearlynudeimagesofthemselvestosomeoneelse,usuallyaromanticinterest,viatextmessage. 29 15%ofcell-owningAmericanteensbetween12and17havereceivedsexuallysuggestivenudeor nearlynudeimagesviatextmessage.A2008studyfoundthatabout1in5U.S.teensbetween13 and 19 reported sending a sexually suggestive picture or video of themselves to someone else by email,cellphoneorothermode,and31%hadreceivedasuggestivepicturefromsomeoneelse. 30 Parentalsupervisiondoesnotseemtoreducetheincidenceofsexting.Arecentstudyfoundthat "teenswhoseparentssaidtheylookedatthecontentsoftheirchild'scellphonewerenomoreor lesslikelytosendorreceivenudeornearlynudeimagesontheirphones." 31 However,restrictions on the number of text messages teens had in their mobile plans was correlated with a lower incidence of sexting, suggesting that this practice may increase as more teens grow comfortable withthenewtechnologies. Teenattitudesaboutsextingvarywidely. 32 Someyouthdonotthinkitisabigdeal;someevensee sextingasasaferalternativetosex.Othersareconcernedaboutpotentialsocialrepercussionsor legalconsequences.Insomecases,youthhavebeensubjecttocriminalchargesforsexting.Inthese cases, law enforcement offices apply laws intended to combat child pornography, thereby victimizing the very same minors the laws seek to protect. This is particularly problematic given thatsomeminorsengageinsextingbecauseofpeerpressure. Anothermajorareaofconcernisonlineharassmentorcyberbullying.Thedefinitionof"bullying"is oneofthecomplicatedfactorsinthisparticulardebate,asmuchturnsonhowquestionsareframed to research subjects. As a simple definition, bullying includes those acts designed to threaten, embarrassorhumiliateyouth. 33 39 Unfortunately, victims of online harassment may also be perpetrators. 40 Depression and suicidal thoughts appear more common among youth who have been cyberbullied. 41 It seems that the youth most at risk of cyberbullying or other online harms are also those at risk of offline harms, such as children who have experienced sexual or physical abuse or those in poor home environments. 42 
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InInternetSafetyTechnicalTaskForce,EnhancingChildSafetyandOnlineTechnologies:FinalReportofthe
InternetSafetyTechnicalTaskForcetotheMultiStateWorkingGrouponSocialNetworkingofStateAttorneys There is a broad range of approaches to online safety for youth that can be effective, but no one approach will work on its own. In the final report of the Internet Safety Technical Task Force, issued in early 2009, we set forth a series of recommendations that bear repeating in this NOI response:
TheMembersoftheInternetcommunityshouldcontinuetoworkwithchildsafetyexperts, technologists,publicpolicyadvocates,socialservices,andlawenforcementto:developand incorporate a range of technologies as part of their strategy to protect minors from harm online; set standards for using technologies and sharing data; identify and promote best practicesonimplementingtechnologiesastheyemergeandasonlinesafetyissuesevolve; and put structures into place to measure effectiveness. Careful consideration should be giventowhatthedatashowabouttheactualriskstominors'safetyonlineandhowbestto addressthem,toconstitutionalrights,andtoprivacyandsecurityconcerns.
To complement the use of technology, greater resources should be allocated: to schools, libraries, and other community organizations to assist them in adopting risk management policies and in providing education about online safety issues; to law enforcement for training and developing technology tools, and to enhance community policing efforts around youth online safety; and to social services and mental health professionals who focusonminorsandtheirfamilies,sothattheycanextendtheirexpertisetoonlinespaces andworkwithlawenforcementandtheInternetcommunitytodevelopaunifiedapproach for identifying at-risk youth and intervening before risky behavior results in danger. Greaterresourcesalsoshouldbeallocatedforongoingresearchintotheprecisenatureof onlineriskstominors,andhowtheserisksshiftovertimeandare(orarenot)mitigatedby interventions.Toallowformoresystematicandthoroughresearch,lawenforcementshould workwithresearcherstohelpthemgatherdataonregisteredsexoffenders'useofInternet technologies and technology companies should provide researchers with appropriately anonymizeddataforstudyingtheirpractices. Parents and caregivers should: educate themselves about the Internet and the ways in whichtheirchildrenuseit,aswellasabouttechnologyingeneral;exploreandevaluatethe effectiveness of available technological tools for their particular child and their family context, and adopt those tools as may be appropriate; be engaged and involved in their children'sInternetuse;beconsciousofthecommonrisksyouthfacetohelptheirchildren understandandnavigatethetechnologies;beattentivetoat-riskminorsintheircommunity andintheirchildren'speergroup;andrecognizewhentheyneedtoseekhelpfromothers. 43 These recommendations from the ISTTF remain sound a year after we initially issued them. We urge the Commission to hold members of the Internet industry to the recommendations they participatedindraftingthroughtheISTTF.Totheextentthattheserecommendationsarenotbeing enacted, we urge the Commission to consider what role it might be able to play in making them happenintheinterestsofenhancingonlinesafetyforyoungpeopleinAmerica.
(pp. 44 These fears,thoughwidespread,aregenerallynotborneoutintheresearch. However,therearerealconcernsfacingyouthandtheirprivacyinadigitalage.Youtharesubject to a great deal of surveillance, online and offline; their activities are frequently monitored by parents and other adults in ways that they perceive violate their privacy; and information about themisconsistentlycollectedandsubjecttoexploitationbymarketersseekingtosellthemthings. Weareinthemidstofacomprehensivereviewofresearchintoyouthpracticeswithrespecttonew media,privacy,andreputation. 45 Moststudiesshowthatyouthdoinfact"careaboutprivacy."Theirpracticesrelatedtorevealing information can be different from the patterns of their parents and grandparents, but not necessarily in the ways that adults believe. What studies demonstrate on this score is that both youth and adults have a range of concerns about privacy. Some children and teens do show less concernthanadultsabouttheirprivacyonline,althoughthedataareinconclusiveonthisscore. But studies also show that teens, in fact, are often more vigilant than adults in terms of privacyprotecting behaviors, although they are more likely to engage in "less ethical" approaches like flamingandprovidingfalseinformation." 46 Whenyouthareconcernedaboutrisk,theywillengage in privacy-protective behaviors, such as adjusting their privacy settings, refusing to provide information,providingfalseinformation,oravoidingcertainwebsites. 47 However,mostyouth(like most adults) do not read websites' privacy policies or practices, and may be unaware when their informationisatriskofdisclosuretothirdparties. 48 Thesefindingsputpressureonthenotionthat the current model of "notice and consent"-or "notice and choice"-style privacy protections in commercialwebsitesinfactarethemosteffectivewaystoempowerInternetuserstomanagetheir personalinformation. Young people tend to view the Internet as a social environment. 49 The relationships that youth maintainarenotsegmentedbetween"online"and"offline."Thesocialdynamicsoffriendshipfor 12 many youth make the sharing of information online a part of a coherent sense of identity. Most youthinteractonlinewithpeopletheyalreadyknowoffline.Ontheotherhand,someyouthreport chattingwithstrangersonline,especiallywhileplayingonlinegames. 50 Youthtendtofocusmore onthepotentialbenefitsofinformationdisclosurethantheydoonpotentialharms. 51 Studiesof12year-olds and older teens have found that youth take a "risk-benefit" approach to sharing information,becomingmorewillingtodiscloseiftheyanticipatebenefitsfromsharing. 52 Formany youngpeople,beingpartofpopularonlinesocialnetworksitescarriesmeaningfulsocialbenefits. 53 The context in which information is solicited or shared is very important. Youth often don't see information as strictly "public" or "private" in a binary sense of "on" or "off." They distinguish betweendifferentlevelsofprivacy;forexample,onthepopularsocialnetworksiteFacebook,youth maydividefriendsintodifferentgroups,towhichinturntheymaygrantaccesstodifferenttypesof information. Youth may share passwords with friends for perceived social benefits 54 while simultaneouslyexpressingconcernaboutkeepingtheironlineactivitiesprivatefromparents. 55 A recent study observed that "youth see benefits in sharing information online, but among peers ratherthanwithadultsintheirlives." 56 However, differences in privacy attitudes are not simply generational. Attitudes toward privacy and reputation also vary considerably among youth themselves. Age, gender, and Internet experience are important variables; research indicates that the most Internet-savvy, experienced users were the most concerned about privacy, and the most likely to take privacy-protecting 13 steps. 57 When youth are aware of and concerned about risk, they engage in protective behaviors like refusing to provide information, providing false information, or avoiding certain websites. 58 However, youth are not always concerned about risk when they should be. And many adults demonstratethesameinformationsharingpracticesasyouth. Youthalsovaryintermsoftheirbehaviorrelatedtocertaintypesofpersonalinformation.Studies havefoundthatteensshareemailaddressesandpasswordswithoneanother, 59 possiblyinorderto demonstrate trust or to get technical help with accounts. 60 Social network sites require the disclosureofcertaininformation, 61 butstudiessuggestmanypublicprofilesareincomplete.Public information often includes first names, photos, and information about interests, but surnames, phonenumbers,andaddressesaresharedlessfrequently. 62 Teenagerssometimesintentionallylie about their information, often because they believe that inaccurate information is necessary for onlinesafety. 63 Onestudyshowsthatfemalesaremorelikelytohaveprivateprofilesthanmales. 64 Most relevant studies have looked at social network site practices among college students; supplementaryresearchonyoungerchildrenisneededtodiscoverwhatinformationtheytypically share. In addition to profile information and passwords, youth commonly share user-created contentlikephotos,videos,orblogentries(59%ofallteensshareuser-createdcontent). 65 Social network sites require sharing at least some personal information, 66 but the choice of what information to disclose is part of the dynamic process of defining identity for young people. 67 
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Research shows that youth do not always understand and use the current generation of privacyprotectingtoolsonsocialnetworksites. 68 Somestudiessuggestthatchildrenmaybemorelikely than adults to restrict access to their information on social network sites. 69 However, if privacy settings are too complex, they may confuse or turn off youth (and adults) and render themselves withoututility. The participation gap, between the most sophisticated Internet users and the most naïve, is extremelyimportantinthiscontext.YouthwhoarelessInternet-savvy-youngerchildren,orteens without home Internet access -might be expected to have the most trouble negotiating privacy settings,andthusbeatincreasedriskofunwittingpublicdisclosureofpersonalinformation.While privacy settings should be complex enough to permit granular control of personal information within one's various networks and friend groups, social network hosts should also take responsibility for making these controls easier to find, understand, and use. Help should be provided,especiallyforyoungerusers,andthereshouldbeastraightforwardandtransparentway toidentifywhatprofileinformationispubliclyavailable.Socialnetworksiteprovidersshouldalso allowuserstoaccesswhatinformationiskeptaboutthem,howitisused,andwhocanseeit.Social network site providers should set privacy defaults that favor increased security for personal information, so that the least sophisticated users are protected from unwanted information disclosure. Parentsshouldbeawarethatdiscussingmediacontentwiththeirchildren(duringweb-surfingor afterward) can be an effective strategy to reduce the amount of personal information disclosedmore so than simply prohibiting or limiting children's access. 70 Teens whose parents monitor or participate in their Internet use are more concerned about privacy than those who do not. 71 However, youth also may perceive monitoring by parents as a violation of their privacy. 72 One recentstudyofparent-childpairsfoundthatchildrenweremoreresistanttoprotectivestrategies involvingparentalmonitoringandco-viewingthantheyweretouserempowermentstrategies,or even some forms of government or industry protection. 73 Resources to help parents understand the ever-changing and complicated privacy settings used by websites like Facebook can be very constructive, 74 butparentsshouldbeadvisedthatfilteringandmonitoringstrategiescanbackfire byunderminingthetrustoftheirchildren,especiallyastheygrowolder. Based upon this research, our primary recommendations with respect to the privacy concerns of youth online include five elements. First, we need to understand the manner in which youth are engaging in life in a digital era, both online and offline, and how they think about the concepts of publicandprivate.Whatis"public"andwhatis"private"foryouthhasnotchangedovernightasa resultoftheadventofsocialnetworksites.Butagreatdealofsociallifeforyouthisoccurringin networked public spaces, which means that a great deal of information about youth as they go about everyday life is recorded, whether through their active disclosure or otherwise. Second, adults need to acknowledge and take responsibility for their roles in violating young people's privacy,especiallyinwaysthatcanbackfire.Third,weshouldemphasizeteachingmedialiteracy skills relating to privacy in a digital era in a manner that is not focused on scare tactics. Fourth, private companies that hold a great deal of information about young people need to emphasize softwaredesignthatmakesprivacysettingsandruleseasiertoadjustandtounderstand.Fifth,asa matter of public policy, we need to rethink the dominant "notice and choice" and self-regulatory frameworkfordataheldindigitalformsaboutyouthinparticulartoensureagreaterlevelofuser controloverandawarenessofpersonallyidentifiableinformationoverthelongterm. ProblematicInformation Electronic media provide youth with access to a variety of problematic, potentially harmful information,includingpornography,violentmedia,violentvideogames,hatespeech,discussionsof self-harmanddruguse. 75 When it comes to sexual content, the Internet does increase the risk of unwanted (accidental or inadvertent) exposure to sexual material, mainly among older youth. 76 As one study showed, "before development of the Internet, there were few places youth frequented where they might encounterunsoughtpornographyregularly." 77 Nonetheless,a2005studyfoundthatseventhand eighth graders reported that they were more likely to encounter nudity through TV and movies AstheCommission'sCSVAReport 83 noted,nocontentcontroltechnologycurrentlyworksacrossall media platforms. The proliferation of networked devices like smartphones, DVRs, and gaming consoleshasprovidedchildrenwithmanyroutestoaccesspotentiallyproblematiccontent.Given thepaceofinnovation,itisdifficultforparentstokeepupwiththevarietyofnetworkeddevices, muchlessaplethoraofcontentcontrolsystems.
There are a number of reasons why content control technologies may be inadequate, including parentaldiscomfortandunfamiliarity,alackofsolutionsappropriateforspecificagegroups,ease ofcircumventionbychildren,andavoidance(byaccessingtheInternetthroughalternativedevices like smartphones or gaming consoles). Despite these issues, parents are using filtering software and other content control technologies to restrict their children's use of the Internet. One recent study found that 86% of parents regulate Web use. 84 About half of teens' home computers have filtering software installed. 85 However, as with other media, parents may overestimate the effectiveness of their monitoring efforts. For example, parents consistently underestimate the amount of content their children post online. 86 There is often significant disagreement between parentsandchildrenaboutwhattheInternethouserulesare,orwhethertherearerulesatall. 87 Andwhileparentsseemobilephonesasawaytoexercisemorecontrolovertheirchildren,youth overwhelminglyseethemasprivate. 88 Ingeneral,youthtendtoresistparentaloversightoftheir Internet use as unduly intrusive. Some studies suggest that youth may enjoy circumventing adult effortstorestrictormonitortheirInternetusage. 89 Industry actors employ a number of strategies to protect children from inappropriate content. 90 Parentalconsentrequirementsareeasilyevadedorfaked,sincethemethodsusedarelargelythe same as they were a decade ago. 91 One study found that while website safeguards were fairly effectiveforyoungchildren,olderteens(between15and17)experienceda"boomerangeffect"and weremorelikelytotrytoevadethesafeguards. 92 (Thiseffectwassomewhatmitigatedbyparental mediation.) On the other hand, the fear that many children evade parental controls to seek out problematiconlinecontentlikepornographydoesnotseemjustified.Forexample,studiesindicate that most children stumble across sexual content accidentally, and that such experiences are unwelcome. 93 To improve technology-based solutions and develop innovative, non-technologybased solutions, it is important to have an accurate understanding of how, why, when and where childrenusetheInternet,whattheyarelookingfor,andwheretheyarelooking. One of the keys to success is to determine content control technologies that parents and youth mightagreetoemployandtoobservebaseduponmutualtrust. 94 Arecentsurveyofchild/parent pairs (the children were between 10 and 17) suggests that there may be common ground. Unsurprisingly, youth are less supportive of protective strategies than parents, and resistant to strategieslikesurveillanceorco-viewing. 95 Theseresultsareconsistentwithotherstudiesshowing that parents look more favorably than kids do on the practice of parents or teachers "friending" children on social network sites. 96 But youth were relatively supportive of government/industry protections,suchas"ifthepeoplewhomakewebsiteshadtobesurenocriminalsgotintouchwith you." Youth and parents were also positive about user empowerment strategies, suggesting that educatingchildrentomakebetterdecisionsonlinemaybeanefficientwaytoreduceriskwithout incurring resistance from youth. Currently, several research groups are investigating children's attitudestowardonlinepractices,includingsafetyandprivacy;suchresearchwillbeimportantto developingappropriateuserempowermentandmedialiteracytraining. 97 
